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ABSTRACT

Big Data is characterized by its four features: {9lume, (2) Velocity, (3) Variety and (4) Veracity
Information security and data protection issues aragnified by these features of Big Data. Thersfor
traditional security mechanisms, which are tailoedsecuring small-scale static data, are inadeguat
Either private or public sector should be ready Rig Data management and face its inherited segurit
threat. This Paper studies the characteristicBigf Data and review the Cyber Attack in the lastatke.
With reference to ISO 27001: 2015 and best tradetize, this Paper also proposes security solutions
possible Cyber Attack on Big Data.
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1. Introduction

Data is said to be the new gold of this digital &geldsmith, 2017). The term Big Data refers @iassive
amounts of digital information companies and gowents collect about us and our surroundings (CSA,
2012). It has become crucial for business orgdéioiza and government bodies to gain actionablgltsi

for policy making, efficiency enhancement and comityuengagement.

Liedtke (2015) quotes that Big Data representtuiatbon where we have significantly more data thsumal,

for instance, a database containing 50,000,000 eowis75 columns — terabytes. This is not a useful
definition because traditional statistical methods still be used and it does not adequately refibat is
happening in the data management.

Liedtke (2015) also quotes that Big Data represgsttuation involving a large amount of data cstisg of
multiple data types sometimes arriving real-tin@nfrmultiple sources requiring exploratory data wsial
and integrative analytical methods for problem-s@vand problem-discovering. This is a more useful
definition consistent with what is happening in Big Data management and it suggests the neecefer n
management techniques and skills.

1.1 BigDataValue

Big Data is characterized by its four features: {¥bjume, (2) Velocity, (3) Variety and (4) Veracity
(Linuxpilot, 2015). Information security and dateotection issues are magnified by these featur8sgo
Data (Figure 1). Therefore, traditional securigamanisms, which are tailored to securing smalestatic
data, are inadequate. Either private or publitoseshould be ready for Big Data management angl itac
inherited security threat.

On October 28, 2016, China issued “Belt and Roéahtive Big Data Report 2016” in Beijing. Thigdt
book of Big Data was supervised by the Generalc@ftif the Leading Group for advancing the building
Belt and Road Initiative, released by the Statermftion Center (SIC) and published by Commercial
Press. One-Belt-One-Road (OBOR) countries shoeldehdy for Big Data management and malicious
Cyber Attack. Otherwise, the hackers may deptieevialue of our Big Data by means of malware.
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Figure 1: Value of Big Data to be protec{&burce: Sou, 2017)

2.  Empirical Case Study
21  Research Methodology

This Paper studies the characteristics of Big Rathreview the Cyber Attacks in the last decadathér of
this Paper is a registered United Kingdom Infororafi echnologist and Diagnostic Engineer. Applying
diagnostic engineering skills and expert opinianfres to analyze the security threat of the coptrary
information technology infrastructure.

With reference to ISO 27001: 2015 and best tradetjwe, this Paper also proposes security solufmms
possible Cyber Attack on Big Data. Benchmarkingibess organizations and government departments in
some countries, the author proposes informatidmi@ogy solutions to address security issues sedfat

the prevailing Cyber Attack.

2.2 Case Study 2016

Information Systems Audit and Control Associatid$ACA) is an independent, nonprofit, global
association. It is engaged in the developmentptiolo and use of globally accepted, industry-legdin
knowledge and practices for information systen®ACQA once conducted a global survey in 129 coustrie
The Survey revealed that only 38% of respondents weepared for a Cyber Attack. Ironically, 83% of
respondents believed that Cyber Attacks are amahggop three threats at the corporate level.

2.2.1 Asian Government Cases

In 2016, two agencies and four functional departsyesf the Government of Hong Kong Special
Administrative Region respectively encountered Cykttacks:
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<~ Customs and Excise Department

<- Department of Health

<~ Food and Environmental Hygiene Department
<~ Marine Department

One of the foregoing government departments hateimgnted 1SO 27001 for 16 years. It maintains the
Quality and Information Security Management Syst{€8S) which meets the requirements of the 1ISO
9001:2000 and ISO 27001:2005 standards. HowenMaecomes a victim of Cyber Attack (Figure 2).
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111 TMPORTANT INFORMATION !!!!

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en. wikipe org/wiki/RSA em

Decrypting of your files is only possible with the private key and decrypt program. which is on our secret server.

To receive your private key follow one of the links:

this addresses are not available. follow these steps: i
lfa{l °Dawnlf oad and install Tor Browser: https:/www.lor ctorg/dows
Z. After a successful installation, run the browser and wait for l,ulmh{almvn.

A3 Type in the address bar: g46mbrrzpfszonuk onion/NDUAPWIZMKEWSYIA
4: Follow the instructions on the site.

fanid nload-easy.html

identificati : EWSYIA !!!
11! Your personal identification ID: NDUAPWIZMKEWS
=ee = |.683
=3

Figure 2: Cyber Attack on a Government Departni8otrce: Sou, 2017)

\/Symantec.
Scan type or Symantec Endpoint Protection Detection Results
When the client does not detect any viruses in scanned files, the progress bar shows that the scan is complete.
If the client detects a virus during the scan, then the infection details appear in the results list.

Note: If the Symantec Endpoint Protection client for Windows detects a large number of viruses, spyware, or high-risk threats, an aggressive
scan mode engages. The scan restarts and uses Insight lookups.
See About the agaressive scan mode.
See How Symantec Endpoint Protection uses reputation data to make decisions about files.

Table: Infection details

Option Description

Icon The icon that indicates whether or not 3 file or risk is still a threat. A green check mark indicates that a risk or file is no longer

a threat. A red "x" indicates that a risk or file is still a threat.

Filename The name of the infected file.

Note: The language of the operating system on which you run the client might not be able to interpret some characters in
virus names. If the operating system cannot interpret the characters, the characters appear as guestion marks in
notifications. For example, some Unicode virus names might contain double-byte characters. On those computers that
run the client on an English operating system, these characters appear as question marks.

Risk The name of the detected risk.
You can click on the risk name to display more information about the risk on the Symantec Security Response website.

Action The action that the client performed on the risk, if any.

Risk Type The category of the detected risk.

Logged By The type of scan that detected the risk.

Original The path to the folder where the client detected the risk.

Location

Computer The name of the computer where the client detected the risk.

User The name of the active user when the client detected the risk.

Status The state of the detected file.

Current The path to the folder of the infected file if it remains on the computer.
Location

Primary The configured first action for the detected risk.

Action

Secondary The configured second action for the detected risk.

Action

Action An explanation of the action that the client performed on the detected risk, if any.
Description

Date and Displays the date and time that the client detected the risk.

Time

Figure 3: Scanning Software of the Victimized Gawveent Departmer{Source: Sou, 2017)
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During and after a Cyber Attack by the end of 20is6firewalls and virus scanning software (Fig8je
could not alert the users. The malware attackedHard Disk of a terminal with Universal Serial Bus
Portable Drives and so forth SHARED Folders throtihghdepartmental and local network. Such sitnatio
surfaced the vulnerability of its existing inforrmat technology infrastructure. The malware unkmmahy
circumvented regular scanning of its Symantec EmdpBrotection software and other information
technology measures in place.

Apart from four government departments, two Hongglgovernment agencies were attacked in August
2016 too. The China-based group APT 3 targetad thi¢h “spear-phishing” attacks, in which e-mailshw
malicious links and attachments containing malwaege used to access their computer networks. An
American information technology firm was subseqlyehired to identify attackers.

The government agencies remained anonymous to ahoithg a spotlight on the victims. The Office of
Government’s Chief Information Officer (OGCIO) confed that it had been informed about the hacks.
“Relevant security measures had already been pplaite to block the suspicious e-mails,” it saidain
statement. “So far, there is no security incidepbrt from the two concerned departments (agenties

2.2.2  Healthcare Industry Cases

Ransomware is not a new malware in Cyber Attacktbgrowth throughout 2016 has made its prevalence
known around the world. Organizations in the pgevand the public sectors were victimized. A RO¢6
report revealed that the healthcare industry waslegd significantly harder by Ransomware thanathgr
sector — 88 percent of attacks hit hospitals (Rlets, 2016 & Green, 2016).

Becker's Hospital Review (2016) reported that 13ltheare-related Ransomware Attacks in six months.
With reference to Solutionary’s Security EnginegriResearch Team Quarterly Threat Report Q2/2016, 94
percent of attacks on healthcare organizationrdeed to a specific variant of malware called Goygall.

In February 2016, a Los Angeles hospital paid 46dsas of digital currency (USD17,000) to Ransomnevar
hackers (The Guardian, 2016). Federal Bureauvafstigation often discourages victim to pay thescan
as it would encourage hackers. Hackers alwayswize the ransom for each victim and set themlgust
enough to seem palatable, if a bit painful (Ther@iam, 2016). In the Los Angeles case, the Prasiaed
Chief Executive of the Hollywood Presbyterian Medi€enter said, “The quickest and most efficieny wa
to restore our systems and administrative functieaisto pay the ransom. ... In the best intereststbring
normal operations, we did this.” (Yadron, 2016).

In May 2016, Kansas Heart Hospital became the skhealthcare organization in America which publicly
stated that it had paid the ransom. Hackers deliransom from the Hospital but did not unlocklzd data
and then demanded more money. President of Kafsad Hospital told the media that the first ransom
was “a small amount” (Siwicki, 2016). However,dezlined to pay the second ransom as it was nide w
move. He added that his hospital was aware ofdabming ransomware threat and had a plan in place,
highlighting that many organizations do not re&liyw how to respond to a Cyber Attack.

3.  Results& Analysis
3.1 Big Data Security Challenges

Cloud Security Alliance (CSA) highlighted the tamtBig Data specific security and privacy challenge
(CSA, 2012). Experts of CSA interviewed the Alien members and surveyed security
practitioner-oriented trade journals to draft aiiah list of high-priority security and privacy pblems.
Studied published research, CSA experts arrivéldeafiollowing top ten challenges (CSA, 2012):

Secure computations in distributed programmiagiworks
Security best practices for non-relational débees

Secure data storage and transaction logs

End-point input validation or filtering

Real-time security or compliance monitoring

agprwNPE
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6. Scalable and compostable privacy-preserving itiang and analytics
7. Cryptographically enforced access control andiecommunication
8. Granular access control

9. Granular audits

10. Data provenance

To study information security threat, we shall fe@n Item 5. Real-time security monitoring hasagisv
been a challenge, given the number of alerts geatkhy the security tools. These alerts lead toynfase
positives, which are mostly ignored or simply “&lid away”, as data users cannot cope with the shear
amount (CSA, 2012). This problem might even insesaith Big Data, given the 4 Vs (Volume, Velocity,
Variety and Veracity) of data streams.

However, Big Data technologies might also providepportunity, in the sense that these technoladpes
allow for fast processing and analytics of diffdrigpes of data. Which in its turn can be useprtvide, for
instance, real-time anomaly detection based omkleabecurity analytics (CSA, 2012). Security snheg
and risk analysis should keep pace with the dynamédysis of Big Data.

With real-time security monitoring, we try to betified at the moment a Cyber Attack takes place. |
reality, this will not always be the case. Fotamee, new attacks, missed true positives arecditfto be
monitored. For investigation of a missed Cybengélt we need audit information. This is not omlevant
because we want to understand what happened artdwena wrong, but also because of compliance,
regulation and forensic reasons. In this regarditag is not something new; but the scope andyeaity
might be different and should keep pace with teadrof information security threat.

3.1.1 Advanced Persistent Threats

Gartner (2012) said, “Organizations face an evginreat scenario that they are ill-prepared td dea
with ... advanced threats (Figure 4) that have bygzh#seir traditional security protection techniqaes
reside undetected on their systems.”. Since 28d%anced Persistent Threats (APTs) have become more
prevalent. APTSs targeted at critical infrastruetuil hey were persistent and difficult to be detdctAPTs
spread via LAN as well as USB.

The New Threat Landscape
There is a new breed of attacks that are
advanced, zero-day, and targeted

ADVANCED

Unknown and

Fe— Zero Day

Targeted Persistent

Advanced Targeted
Attack

Known and
Patchable

Broad | One Time

TRADITIONAL

Figure 4: Contemporary Information Security Thré8burce: FireEye, Inc., 2012)
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Nowadays, APT utilizes advanced techniques and@ware that is unknown, targeted, polymorphic,
dynamic and personalized. It uses zero-day exploitmmercial quality toolkits and social enginegri It
often targets IP, credentials and often spreadsdiy throughout network. Ransomware is a typiRT.

Facing the new threat landscape, typical securitiitecture (Figure 5) failed to tackle. In otlvewrds,
existing threat intelligence is lack of automatfoom the basic threat intelligence to threat finmyant.

Typical Enterprise Security Architecture

P Erenaio | F—— ) oWy | e, T

NGFW Gateways Gateways
Block IP/port Attack-signature Some analysis of Relies largely Signature-based
connections, based detection, script-based oh antivirus, detection (some
application-level shallow application malware, AV, signature-based behavioral);
control, no analysis, high- IP/URL filtering; detection (some ineffective vs.
visibility into false positives, no  ineffective vs. behavioral); no advanced
exploits and visibility into advanced true spear targeted attacks
ineffective vs. advanced targeted attacks phishing
advanced attack lifecycle protection

targeted attacks

Figure 5: Typical Enterprise Security Architectuf@ource: FireEye, Inc., 2012)

The above illustration surfaces that typical sdguadrchitecture in most information technology
infrastructure is inadequately tackling APT like iRamware. Terminals have access to the internet
(hyperlinks) and internet-mail or web-mail serverBhey are naturally exposed to APTs. Though I1ISO
27001/2:2013 is a good global standard to follomifidormation security and privacy (Villanustre,121),

data users habitually use their “own” USB ThumlvBsi on the office terminals as some brands of Blerta
Drives can cheat the corporate computer systeragar@less of rules and regulations, a Whitelistdbbe
Drive System easily collapses within an organizatigth mass data users.

3.2 International Standardsfor Information Security

Humphreys (2015) of International OrganizationStandardization (ISO) emphasizes, “To ensure ggcuri
in today’s digital landscape, all organizationgsespective of size should put in place a management
framework as a starting point to manage cyber ri¢8©/IEC 27001 was designed to help organizatitins
just that. The standard is the world’s ‘commorglzage’ when it comes to assessing, treating and.giam
information-related risks.”.

ISO/IEC 27000 series were revised in 2015. Thewéa part of the ISO/IEC 27001 “cyber-risk toolbox”
to help keep information security threat in chelckzarte, 2015). To name a few but not all, théofaing
international standards are of referential valudig Data management and information security threa
mitigation.

3.2.1 Integrated Solutions for Services (ISO/IEC@I3)

More organizations are choosing to combine an imédion security management system (ISO/IEC 27001)
with a service management system (ISO/IEC 20000AY).integrated system means an organization can
efficiently manage the quality of its services, tl@rcustomer feedback and solve problems, whilspice
information (data) safe.
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ISO/IEC 27013 offers a systematic approach to ifat# the integration of an information security
management system with a service management sy#teasults in lower implementation costs and dgoi
duplication efforts in certification audit.

3.2.2  Detecting and Preventing Cyber Attacks (1SBXd 27039)

How can organizations detect and prevent cybeusigns to their networks, systems and applications?
Best trade practice shows that they must be attedar when and how an intrusion occurs. They ghoul
also be ready to identify what vulnerability wapleited and what controls should be implemented to
prevent recurrence of similar intrusion in the fetu One way to do this is through an Intrusiondogon

and Prevention System (IDPS) (Figure 6).

ISO/IEC 27309 gives guidelines to prepare and deaolDPS, covering such crucial aspects as sefecti
deployment and operation. The standard is paatiubiseful in today's market where there are many
commercially available and open-source IDPS pradaod services based on different technologies and
approaches.

3.3  Findings

In short, internet access, email and unauthorizethple drives imposed risks to an organizatior?TA
possible damage to its information technology stinacture and Big Data could be disastrous. Imsuc
circumstances, we should consider addressing ARTisei most realistic manner. Considering multiple
stages of an Attack Cycle and Multi-Flow Virtualdexation (MVX), the Author finds that there is adtya
information security solution for APTSs.

Benchmarking other victimized Government departientd business organizations, the Author appraises
FireEye Advanced Threat Protection Architecturéagbosing FireEye architecture and hardware/soéwar
engineering, its concept of “behavioral” Malwar@fection System (MPS) as an IDPS is viable. ligén
blocking and quarantine available across MPS plarttan:

<> block inbound zero-day web attacks

< block multi-protocol call-backs

< quarantine malicious zero-day emails

< quarantine malicious zero-day files

< mitigate risk of data exfiltration

< provide highly actionable information for timelycident response.

L signature-based defenses L
I/ & T/
proactive, real-time defenses

.::& P Y |:;:¢ PR :\?

Web MPS \ CMs ' Email MPS
5399
[,
&2 File MPS
Lateral eale g
I:‘? Malware \;l !‘
M t g
Malware jovemen .H e !
Analysis System (MAS) - !!“ Data Center

FireEye Advanced Threat
Protection Architecture

Figure 6: Intrusion Detection and Prevention Syst&ource: FireEye, Inc., 2012)
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4. Conclusion and Recommendations

This Study reveals that MPS hardware can tacklermétion security threat. Capacity of hardware can
cater for the information technology operationadaie (100 users @ 20 Mbps — 10,000 users @ 1 Gbps) o
Small-and-Medium Enterprise to transnational emiseg. An American hardware manufacturer has ¢jloba
credentials. Its product has the following kettdiees:

< Detect inbound 0-day and customs malware via Jimgchine analysis
< Track outbound call-backs and subsequent maligaytoads
<~ Extremely accurate detection with near-zero falsstjve

In America, it also supplies 10-Giga native solntidf other global hardware manufacturers are biingp
the same or kindred MPS, they are also of refaakwnéilue to prospective users. In conclusiois, iha
viable information security solution to rebut tladldcy of“even the most powerful scanning software fails
to detect newest or customs-made virus or malwardiat is to say ... we need software plus hardware
order to counter APT and preserve the value oBigiData (Figure 1).
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